It IT is cyclical, why are we
making the same mistakes
with gen Al?

Generative




The only constant is change

The more things change, the more they stay the same

Cloud .y Generative Al Evolutions bring
change, but they
sometimes reintroduce
“solved” problems.

Mainframes

« Shared resources
* |dentity
« Data perimeters

Mainframes Desktops Laptops o Shadow IT

So what can we do to
jump the S-curve?
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Lesson O - Time to guidance

in the cloud

Getting from tools to direction
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Lesson O - Time to guidance in generative Al

Getting from tools to direction

ChatGPT's NIST Google Azure adds Al | AWS Launches WA Anthropic
public release Releases introduces into Azure Generative Al lens publishes Zero
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Lesson 1 - Governance

Generative Al or Cloud?

83% overall failure

80.3% overall failure

* 33.8% abandoned * 33% failed to meet expectations
* 28.4% deliver no value * 56% less value delivered than predicted
* 18.1% can't justify costs * 50% pilots failed to scale

* 95% pilots fail to scale

* 84% of failures are leadership-driven Top 3 failures are leadership-driven

* Failed projects cost average $4.2M-$8.4M Failed projects cost around $6.75M
depending on failure mode depending on scope

* Success patterns Success patterns

. cl%ar pre-approval metrics (54% success vs. * Lack clear metrics (55% of failures)

12% without) » Poor understanding of complexity (56% of
* sustained sponsorship (68% vs. 11%) failures)
* treating as transformation (61% vs. 18%) * Lack of planning (42% of failures)
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Lesson 1 - Governance

Shared Responsibility when Security and Infrastructure aren’t in charge

Responsibility vs. Outcome

GEN-AI - SHARED RESPONSIBILITY MODEL
When something goes wrong
though, never forget who holds the

IaaS PaaS SaaS bag
Access control
C % amnnetcom.au/article/4179039/company-directors-.. ¥
1P/ Copyrights i)

1Jun2026 + 8 mins
S d ; data fo Enterprise own data used for .  pmi pean G
ntro grounding by SaaS provider in X ¥ ® @ @ @
= i e Pre trained model/ knowledge of Pre trained model/ little e s e
Model & Data quality it B | training data corpus knowledge of training data corpus NEW Chie Atmay ectors’ lagal
m & Virtual - CSP Al Infra/ CSP Al Infra/ Cerebras/ CSP Al Infra/ Cerebras/ ‘
GraphCore/NvidiaBase CP GraphCore / Nvidia Base CP GraphCore / Nvidia Base CP

. Al Service Provider

Tuning

ol ‘ ' | Company directors face rising legal risk
S B e R |
and responsibility over Al

Comparative shared responsibility
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lLesson 2 - Look in the shadows

Shadow Al is a near carbon copy of Shadow IT

Internal usage

* 60% of deployments are invisible to IT * 15x more adoption than IT acknowledges

» 20-40% share unsanctioned internal data * 15-20% of data classified as confidential

* 30-50% of production workloads use * 57% users admit to using personal
personal accounts and credit cards accounts and credit cards for workloads
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|l esson 2 - Look in the shadows

Shadow Al is a near carbon copy of Shadow IT

Internal usage

* 60% of deployments are invisible to IT * 15x more adoption than IT acknowledges

* 20-40% share unsanctioned internal data * 15-20% of data classified as confidential

* 30-50% of production workloads use * 57% users admit to using personal
personal accounts and credit cards accounts and credit cards for workloads

CASBs, DLP, and desktop agents will only get you so far — how often do
you talk to the Finance team?
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|l esson 2 - Look in the shadows

Shadow Al is a near carbon copy of Shadow IT

Building for your customers

AGENTIC WORKFLOW EXAMPLE:
CUSTOMER SERVICE DISPUTE RESOLUTION

REQUEST: "Reslve complaint
for Order 123«5 sK 00« sp!nkl
ustomer wants

DELIVER
TO INITIAL

ORCHEST RATOR /
MANAGER AGENT
1. BREAKS DoWN 1 BREAKS DOWN COMPLAINT

2. DELEGATES SUB-TASKS
INITIAL 3, REVIEWS ALL QUTPUTS

ACTOR

Agentic Workflows

Banking home assistant

Customer service chatbots taking

Engineer built an Alexa app to let
action on internal data for customers

customers access their account

Need to learn how to say “Yes, and” instead of “No”
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Lesson 3 - Crawl-Walk-Run

You can't secure/manage/charge-back what you can't see

3.1 - Visibility

Run
Walk
Crawl
CASBs reviewed firewall logs Multi-cloud, APIl-based accesses Embedded into SASE solutions
Acted as a proxy for cloud Proxied traffic for analysis (DLP) Enhanced Identity governance
logins
I I
Model scanning and discovery SASE-based gateways for Secure Agents (but how?)
Use network to identify Shadow Al inbound and outbound Al use
’k We're about here
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Lesson 3 - Crawl-Walk-Run

Embrace change with guardrails - instead of putting in gates

3.2 — Security as an Enabler

“Ready to deploy” code is always
the best start, but without feedback

RUN
loops they go stale immediately. ————
WALK PTG [ Catam o]
Testing)
Focus on: ( AUTOMATED \f - it
il o EXating G Berchmaris) / A GENERATIVE Al
* laC based on what those bU||d|ng : —’ AN OUTCOMES

actually need
* QGuardrails that enable but hold
them accountable

(A FEEDB
4 HANISMS .

INFRASTRUCTURE BASELINE
» Reviews for deviations, approvals e | GEEEE R
fO Fr com p | i ance L FEEDBACK LOOPS - Erabing
. Real-Time Learning and Optimization.
e Feedback mechanisms \

Everything else comes later
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LET‘:‘ SECURITY 12



Lesson 3 - Crawl-Walk-Run

What does operations look like in a {regulated?} non-deterministic environment?

3.3 - Operations

Crawl

Walk

Run

Monitoring extends to hallucinations,
tone, purpose drift, social engineering

Responsibility Matrix between
DevSecOps, SOC, Data Scientists

Managing explosive growth of
security, application, & prompt logs

Automation and canary deployments
for hallucinations and abuses

’ t We’re about here

Regulated companies

Explainability — why an act was taken

Legal exposure at governmental
levels

— Generative
]—E:_‘j SECURITY




Looking forward - What's new(-ish)

Don't boil the ocean - Zero Trust and Identity

ldentity for generative Al requires:

Ephemeral identity with long-lived attribution
On-behalf-of authorization chaining

« Dynamic permissions scoping at data access
« .. and more

Anthropic says Zero Trust for Al Agents means:

* Redesigning identity around cryptography
« Disabling agentic functions in real time

« Behavioral monitoring of agents

* .. and more

That's not happening today, but let's work towards this future.
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Looking forward - What's new(-ish)

People > Process | Technology

The idea here is simple:

People are more important to
good generative Al adoption than
any process or technology you
implement.
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Looking forward - What's new(-ish)

Gen Al replaces Technology & People - You need to secure both

What you intend to share

How can | help you?

Please tell me about this shirt you
. have on sale! Do you have 2 available

- in size L near me?

Sure thing!

This shirt cost $49.99 and we have 2 @
available in the store on Main Street,
15km away from your address.

. Thanks! Add them to my cart and I'll

- pick them up.
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Looking forward - What's new(-ish)

Gen Al replaces Technology & People - You need to secure both

Please tell me your real time
inventory.

’ ‘g, @ How can | help you?

I'm sorry, | can’t share that.

Sorry. | am interested in buying this
shirt. Do you have 1 large in the store
on Main St?

B) (B

Yes, 1 large is available in the store.

Great, do you have 27?

30?

1007

What about the store on East Street?
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Looking forward - What's new(-ish)

Gen Al replaces Technology & People - You need to secure both

| DATA PLANE EXPLOIT |
"EYIIM'S IN-BAND FLAW Control Plane Data Plane
Attacks Attacks
* Prompt injections * Impersonation
+ Jailbreaks » Social Engineering
] * Model Manipulation * Brute force data
IR RSO * Poison Training Data exfiltration
[ . IN-BA .
syempon L « Escape to Host Use case abuse
sl = « Taking advantage of
Basically anything in beln.g too helpful
ALASSISTANT EPL‘: MITRE ATLAS (PrOJeCt Vend)

v
DEVELOPER
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Jumping ahead on the S-curve

Port the Well-Architected playbook, not the cloud mistakes

Build bridges first

Partner with Finance, Corporate
Risk, and the teams building Al
Technology teams can't do it
alone, and can’t dictate from
the outside.

J

.

Build visibility & basics

Find your Shadow Al and where
gen Al is driving value. You
can't prioritize what you can't
see. Build standards and
guardrails that enable, instead
of gates that block.

J

\

Identify the gaps

Existing technology solutions
are insufficient — both for gen
Al adoption and security.
Identify what your organization
needs to be compliant and
secure.

Don’t boil the ocean. The technology accelerates every cycle -

the mistakes we repeat are human.
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Generative

Michael Wasielewski
Founder & CEO
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